Theodolite
Azure onboarding

A private scanner in your Azure subscription
You approve the installation. The scanner uses its own identity.

Theodolite Choose Azure

‘ e In Theodolite, an organization owner or admin starts setup.
v
v

S subscipion > Choose its home
Q

Region > Subscription, region and resource group.
N Resourcegroup > Create a private network or use a compatible existing network.

Review and prepare

0 Review resources, permissions and Azure costs.
l | v Generate the deployment package.

A Microsoft Azure Deploy in Azure Portal

Your installer signs in, reviews the package and selects Create.
Needs: Owner OR Contributor + User Access Administrator.

Connect and verify access
m O ° Wait for the scanner to connect.
Create your Entra app, store its secret in Key Vault and verify access.

Q Start the initial scan
Review authorized subscriptions and select Start initial scan.
—= Preliminary first. Full follows automatically.
N
Inside your Azure subscription AN Azure
Private scanner Scanner database Key Vault Managed identity
¢ m .
‘I —t
Private network
New or compatible Azure Container PostgreSQL Deployment and Scanner's own
existing Instances app secrets Azure identity
e 4

Entra app: three read permissions
Directory.Read.All AuditLog.Read.All Policy.Read.All

Admin consent: Privileged Role Administrator or Global Administrator.
Secret storage: Key Vault Secrets Officer (or equivalent) on this vault.
Scanner identity: Reader + Storage Blob Data Reader; Key Vault Secrets User on its own vault.

Detailed findings are stored in your cloud. Viewing them relays details through Theodolite over TLS.
Azure Portal package flow « Additional subscriptions need grants and verificat ion.



